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Breaking the TCP connection

Successfully obtaining forbidden content

Conciseness
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Composition Mutation

Actions compose Randomly alter types,
to form trees values, and trees

out:tcp.flags=A

!

Fithess

Goal: Fewest actions
needed to succeed

B No trigger

mmm Break TCP
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July 2019
Kazakhstan launched an HT TPS

man-in-the-middle attack
that lasted several weeks

Within 1 hour
Geneva found strategies to circumvent it
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@ Al has the potential to fast-forward the arms race for both sides

~ Bugsin_ Easy for censors to fix the low-hanging fruit
implementation
(" )
Gaps in logic Harder for censors to fix systemic issues
. J

What is the logical conclusion of the arms race!
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Geneva code and website | geneva.cs.umd.edu






